
Cisco Cloud  
Mailbox Defense
Moving security closer to the 
mailbox to enhance prediction, 
prevention, detection and response
Cloud Mailbox Defense from Cisco has everything an 
organisation needs to enhance its security and protect its 
users in the modern world of work:

• An API enabled architecture for faster response times.
• Complete email visibility - including internal emails.
•	 A	conversation	view	for	better	contextual	information.
• Tools for auto or manual remediation of threats.

By 2021, 70% of companies will use cloud email services1

In a world where remote working is the norm, people 
need to be able to access their email anywhere, any 
time and on any device. In migrating email platforms 
to the cloud, organisations are enabling their staff to 
remain productive on the move. As well as enjoying 
numerous additional benefits, such as allowing access 
to up-to-date tools, reduced maintenance and shorter 
windows for users to consume new features.

But,	while	cloud	email	services	benefit	the	
organisation in many ways, it also leaves it exposed 
and	vulnerable	to	attack.

A determined hacker will exploit the tiniest vulnerability 
to gain entry to an organisation’s IT infrastructure. The 
top email security threats are1:

Malware: there were 10.52 billion malware 
attacks in 2018.

Phishing: 27% of data breaches in 2020 
involved the theft of credentials.

Ransomware: predicted to hit $20 billion  
in 2021.

Business email compromise: between 2016 
and 2020 losses totalled $26 billion.

Domain compromise: 54% of legitimate 
domains are used in phishing campaigns.

Cloud migration creates 
new hazards
When migrating mailboxes to the cloud, security 
administrators must be aware of the increased 
security risks to prevent their organisation from 
being exposed to:

Unknown	and	dynamic	threats
Easily missed and prone to lurking as an 
undetected threat within cloud mailboxes, faster 
detection and automated remediation tools are 
needed to mitigate the spread of these email-
borne threats.

Targeted	platform-wide	attacks
A successful credential phish via a cloud email 
platform, allows a cybercriminal to expand the 
attack surface to include the full office suite, with 
options to launch insider or spearphishing attacks.

Sophisticated	attacks	using	advanced	threats
Advanced threats like ransomware, and targeted 
phishing attacks, can breach the native security 
defences of cloud email platforms.

Lack	of	complete	visibility	into	perimeter	security
A credential phish can lead to an account takeover, 
which gives access to internal communications, 
and creates a launch pad for internal and business 
email compromise attacks.



Office	365 
dominates the cloud
Over	the	last	couple	of	years,	Office	365	has	emerged	as	the	most	widely	used	enterprise 
cloud	service	–	today,	1	in	5	corporate	employees	uses	an	Office	365	cloud	service2. 

Within Office 365 attacks, malicious emails remain the biggest threat – 71% of users had experienced a malware 
breach5. Followed by phishing attacks, which affected 48% of users5. And 30% experiencing a ransomware attack5.

Organisations need a layered approach to security
Because email is vulnerable to advanced threats, Gartner 
recommends adding supplemental security to protect 
cloud	mailboxes	with	layered	security	and	diversified	
threat intelligence:

And 80% of organisations use more than the default security 
provided by Office 3655.

Cisco Cloud Mailbox Defense addresses the 4 key areas of 
prediction, prevention, detection and response, to layer an 
organisation’s inbound, outbound and internal detection and 
remediation capabilities.

5	ways	Cisco	Cloud	Mailbox	Defense	enhances	Office	365	security	in	less	than	5-minutes:

1. Provides visibility to inbound, outbound and internal messages.
2.	 Detects	and	blocks	threats	with	superior	threat	intelligence	from	Cisco	Talos.
3.	 Combats	advanced	threats	using	Cisco	AMP	and	Threat	Grid.
4. Leverages fast, API-driven remediation of messages with malicious content.
5.	 Uses	an	integrated	dashboard	for	search,	reporting	and	tracking.

While cybercriminals have 
always targeted big vendors, 
in a world where more work is 
now performed outside of the 
perimeter, Office 365 could be a 
potentially bigger, easier target. A 
study of 27 million users across 
600 enterprises revealed that 
71% of business users have at 
least 1 compromised account 
per month3.



Cloud Mailbox 
Defense
Cisco Cloud Mailbox Defense moves security closer to the mailbox than ever before to 
prevent	phishing,	spoofing,	ransomware,	business	email	compromises	and	other	cyber	threats.

 
Scanning every message – including those sent between internal users - Cisco Cloud Mailbox Defense examines every 
component of a message to detect insider threats, lateral movement, and malware propagation: 

• File reputation and analysis: attachments are checked against known malicious files and unknown malware. 
• Sender reputation: checked using cloud intelligence APIs.
• URL reputation: embedded links are evaluated for category and reputation.
• Content scanning: messages are analysed to identify phishing and business email compromise.
• Spam protection: any spam is detected and dealt with accordingly.

Quickly remediating threats - either automatically or manually – Cisco Cloud Mailbox Defense uses the most 
modern and effective tools available to embed tighter security features into Office 365, without interrupting the 
regular delivery of messages. 

Cisco Talos: visibility, intelligence and response
A comprehensive, accurate and proactive approach to threat 
management that’s designed to stop spam, malicious attachments 
and URLs, and phishing on a global scale.

Cisco AMP and Threat Grid: sharing intelligence to unify security
File reputation scoring, file sandboxing and file retrospection for 
continuous threat analysis so users can block attacks, track suspicious 
files, mitigate the scope of an outbreak, and remediate quickly.

API enabled architecture: best-of-breed security
RESTful API capable, Cisco Cloud Mailbox Defense allows easy and 
flexible integration with other security tools for faster threat detection 
and remediation.

Unified	user	interface:	comprehensive	single	view	of	truth
A single interface for reporting, configuration and tracking, providing 
conversation and message trajectory views with full email traffic 
visibility within mailboxes for better contextual information.



1  Source: “Introducing Cloud Mailbox Defense”, Gartner
2  Source: https://www.skyhighnetworks.com/cloud-security-blog/7-charts-reveal-the-meteoric-rise-of-office-365/
3  Source: https://securityboulevard.com/2019/05/6-security-concerns-with-office-365-2/
4  Source: https://www.redscan.com/news/securing-office-365/
5  Source: https://www.techrepublic.com/article/40-of-enterprises-experienced-office-365-credential-theft-report-finds/

Superior threat 
intelligence from Cisco
Augmenting	native	Office	365	security	tools,	Cisco	Cloud	Mailbox	Defense	adds	a	layer	
of	protection	to	email,	which	blocks	spam	and	advanced	email	threats	like	ransomware,	
business	email	compromise,	and	phishing	attacks.

At-a-glance:	Cisco	Cloud	Mailbox	Defense	benefits

•	 Block	more	attacks	using	superior	threat	intelligence	from	Cisco	Talos.
• API enabled architecture for faster response times and integration.
• Protect against insider threats.
•	 Conversation	view,	context	and	simplified	forensics.
• Protect against advanced threats using Cisco AMP and Threat Grid.

3	reasons	to	choose	Cisco	Cloud	Mailbox	Defense
1. Simplicity
Email is critical infrastructure, so 
Cisco Cloud Mailbox Defense can 
be deployed within minutes and 
doesn’t require any infrastructure 
changes – eliminating any 
operational risk to message 
delivery. Designed to work out-of-
the-box it can be administered 
and configured with minimal 
administrative overhead in 2 
simple deployment steps.

2. Visibility
Because Cisco Cloud Mailbox 
Defense isn’t sitting at the 
perimeter, it can see every 
message sent and received, 
including those sent between 
internal mailboxes. Use search and 
triage to tell the entire story of a 
message and identify any affected 
mailboxes in the event of a breach. 
And then enrich incident response 
investigations with conversation 
tracking and trajectory.

3.	Control
With everything remaining inside 
Microsoft’s cloud – including 
attachments - administrators 
can action messages on-demand 
directly from the search results 
to move or permanently delete 
messages/folders within a user’s 
mailbox. What used to take 
valuable time to accomplish 
through PowerShell scripts can 
now be done instantly using 
Microsoft’s own native cloud APIs.

Protect your customers in the cloud
Scanning every mail entering or leaving each cloud 
mailbox, alongside continuous mailbox analysis 
to	detect	questionable	behaviours,	is	the	key	to	
protecting an organisation against insider and 
malicious threats.

To ensure every single customer is protected in the cloud, 
contact your Tech Data Account Manager to find out more 
about Cloud Mailbox Defense from Cisco.


