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Overview European Union data protection law requires organizations to take adequate 
measures to ensure the security of personal data. This obligation must be 
met regardless of the means used to process the personal data. The security 
obligation covers not only enterprise information systems, but also cloud 
services used to process the personal data.

One of the central principles of the European Union’s new General Data 
Protection Regulation (GDPR or regulation) is its Accountability Principle: 
organizations must demonstrate that they comply with the GDPR and that they 
have taken appropriate measures to ensure compliance. Add the new ‘right to 
be forgotten’ and the new privacy principles of Data Protection by Design and 
Data Protection by Default and one can conclude that managing compliance 
with the GDPR is going to be a challenge.

Managing 
GDPR Compliance 
with SecureCloud

The General 
Data Protection 
Regulation

Under European Union (EU) law, personal data can only be gathered legally 
under strict conditions and for a legitimate purpose. Persons or organizations 
that collect and manage personal information must protect it from misuse and 
must respect certain rights of the data owners, which are guaranteed by EU 
law. 

The previous Data Protection Directive (95/46/EC) had caused unacceptable 
variety among national data protection laws, thereby creating barriers in the 
internal EU digital market, and did not adequately address developments in 
information technology, such as cloud computing and social media.
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Data collection had exploded, often without EU citizens consenting to 
the collection of their personal data. The main goal of the EU GDPR is to 
protect citizens’ personal data, to increase responsibility and accountability 
of organizations processing personal data, and to simplify the regulatory 
environment for business.

EU data protection law identified four roles in data protection, each with their 
own obligations and rights under the GDPR.

The controller is the person, legal entity, public authority, agency or any 
other body which alone or jointly with others determines the purposes 
and means of the processing of personal data.

The processor is the person, legal entity, public authority, agency or any 
other body which processes personal data on behalf of the controller (for 
example, a service provider).

The data subject is an identified individual or an individual who can be 
identified, directly or indirectly, by means reasonably likely to be used by 
the controller or by any other individual or legal entity.

The supervisory authority (Data Protection Authority or DPA) is the 
public authority that supervises and enforces the GDPR on the territory 
of its Member State.

GDPR
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The GDPR 
in relation to 
cloud services

The rules of the GDPR apply regardless of the means used to process the 
personal data. They apply to personal data stored on local servers, as well 
as on servers in the public cloud. Furthermore, despite the wide range of 
commercial off-the-shelf applications, both on-premises and cloud-based, 
enterprises continue to develop their own custom applications. 

The average enterprise today runs hundreds of these applications that are 
internally facing for employees and externally facing for customers, partners, 
suppliers and other stakeholders. 

For this reason, both commercial and custom applications, pose a number of 
specific compliance challenges to entities covered by the GDPR:

The GDPR requires that controllers and processors know the location 
where the personal data are stored or otherwise processed. 

The GDPR does not allow data processors to use the personal data for 
other purposes beyond providing the services to their customers

The GDPR requires that controllers take adequate security measures 
to protect the personal data from loss, alteration or unauthorized 
processing.

The GDPR requires the controller to close a “data processing 
agreement” with the processor.

The GDPR requires that personal data are collected only as necessary 
to the purpose, puts limits on the processing of special data (such 
as data revealing race, ethnic origin, biometrics, political conviction, 
religious or philosophical beliefs, etc.)

The GDPR requires personal data to be erased when the purposes of 
use have ceased to exist

With the GDPR set to take effect in May 2018, many organizations are looking 
at potential vulnerabilities where sensitive data could be lost or exploited. 
There are major concerns around the transfer of data between the cloud and 
mobile devices, both company-owned and BYOD. Locking down data in apps 
accessing cloud services and securing mobile devices has never been more 
pressing.  

However, organizations are often not in a position to exercise control over 
security posture of such devices or the networks the users are connecting to, 
and have to rely on the employees acting responsibly when accessing and 
storing personal data from the company’s cloud services. 

GDPR                   
and Enterprise 
Mobility
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Obviously, it further increases the risk of non-compliance with the GDPR. 
Therefore, organizations should do their utmost to control access to cloud 
services, prevent exfiltration of sensitive data and data breaches:

Discover who is accessing cloud services and from which devices and 
apps

Lock down the data in those apps and devices

Monitor and analyze the apps and devices for compliance

Take a layered approach, which incorporates a number of elements 
such as device authentication, automatic data protection actions and 
the ability to remotely wipe data if a device is compromised, lost or 
stolen

How can 
Coronet help 
manage the 
GDPR risks?

Wide adoption of ubiquitous connectivity and cloud-based software-as-
a-service (SaaS) solutions, coupled with mobility requires organizations 
to actively take measures to protect personal data. Vast amount of data 
processed, makes it no longer sufficient to comply with the GDPR only through 
legal arrangements like policies, protocols and contracts. Organizations must 
ensure that personal data is processed in ways compliant with the GDPR. This 
means that solutions that provide data security and protection by design, with 
strong capabilities for preserving confidentiality, integrity and availability (CIA) 
of the data are required. 

One of the fundamental measures that organizations can take to manage their 
compliance with the GDPR is to ensure personal data is protected throughout 
its end-to-end lifecycle.

User Device CloudNetwork

Access Control

Threat Prevention

Data Control
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GDPR: Controllers prevent 
personal data from being 
leaked through insecure 
wireless networks

GDPR: Controllers prevent 
personal data from being leaked 
through compromised BYOD

GDPR: Controllers and 
processors know the location 
where personal data are stored 
or otherwise processed 

GDPR: Proactively reduce the 
incidence of breaches and log 
activity involving corporate data 

• Eliminate critical or sensitive 
data leakage 

• Automatically verify that 
critical services will be 
accessed through secured 
and approved networks

•  Allow BYOD and Corporate 
owned devices to access 
your cloud

• Block compromised 
devices from accessing 
corporate data

• Detect PII, PHI, and EDR 
automatically

• Prevent data from being 
stolen, misused, or leaked

• Control what users 
can do, and who they 
can collaborate with

• Transparently Identify and 
block malicious users

• Detect and mitigate abnormal 
activity that can lead to data 
leakage or security threats

• Prevent malware and 
ransomware spread through 
your cloud, detect hacked 
accounts
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The organizations can do this by:

Data Control

Knowing which personal data is stored and processed within private or 
public cloud 

Knowing who is accessing and using personal data in public and 
custom services and for what purpose

Applying granular governance actions, such as removing shares and 
public access, quarantine and notifying system administrator

Threat Prevention

Protecting personal data from unauthorized access and data breaches

Applying automatic protection measures, such as user’s suspension, 
revoking passwords and requiring sign-in

Access Control

Triggering multi-factor authentication upon detection of suspicious 
activities

Preventing personal data from being accessed from vulnerable devices, 
networks or risky locations

Failure to meet these requirements might leave organizations vulnerable to 
fines, lawsuits and negative publicity because of GDPR violations.
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Knowing which personal data is stored and processed within cloud 
services, both built-in and homegrown

Knowing who is accessing and using personal data in off-the-shelf/
custom services and for what purpose

Applying granular governance actions, such as removing shares and 
public access, quarantine and notifying system administrator

GDPR compliance starts with knowing which personal data is stored and 
processed in your organization. 

The traditional ‘data mapping,’ which is the exercise of identifying personal 
data in the organization and mapping them to (legitimate) purposes, is much 
harder with cloud applications, and especially with BYOD. The data flows to 
and from the cloud are almost transparent to the people in the organization 
responsible for GDPR compliance. 

This means you need a tool to help you identify the personal data being 
uploaded, stored or exfiltrated out of your cloud services.  SecureCloud allows 
you to set policies around specific types of personal data. 

For example, you may detect personal data, such as employee photos, social 
security numbers (PII), customer credit card information, bank accounts (PCI) 
or health information (PHI) and automatically prevent this data to be shared 
outside of your organization.

Knowing this type of data is processed in your cloud enables you to make 
informed decisions as to the lawfulness and necessity of such data, mitigate 
your cloud related privacy risks and assess your organization’s overall 
compliance with the GDPR.

SecureCloud platform allows you to get full visibility into activity and data 
usage details of cloud services. This allows you to answer questions like: 

1. “What sensitive content do we have in our sanctioned cloud storage 
app?”

2. “Is sensitive content openly accessible from outside world?”

You are also able to see who shares personal data with recipients outside of 
the organization using a cloud storage or file-sharing app, assess whether 
the disclosures are allowed under the law and your privacy policies, and if 
necessary, set policies to ensure that certain personal data cannot be shared 
with people outside of the organization. Audit trails will allow you to monitor 
suspicious activities and conduct forensic analysis.

Data Control



7

Protecting personal data from unauthorized access and data breaches

Applying automatic protection measures, such as user’s suspension, 
revoking passwords and requiring sign-in

Data breach detection is an extremely important aspect of GDPR. With 
SecureCloud you can identify, mitigate, and automatically remediate data 
breaches and threats across cloud services. SecureCloud monitors activity 
patterns in the cloud, determines the behavioral models to establish baselines 
and detect deviations from the normal behavior. 

Data-centric security policies could be enforced based on risk analysis to 
provide following security controls:

1. Activity monitoring (audit trail of user and administrator actions)

2. Detection of insider and privileged user threats

3. Detection of compromised accounts

4. Detection of malware spreading within the cloud

The policies can be enforced differently for different users, locations, and 
organizational sectors. For example, the system administrator can create a 
policy that triggers enforcement actions when members of the IT team are 
active from outside your offices or a single user downloads a large number of 
files in a very short time period.

Audit trails and attestation

SecureCloud can provide a complete audit trail of how cloud applications are 
being accessed and how data within those applications is being accessed and 
shared. The audit trail can document the enforcement of access policies and 
attest to the effectiveness of organizational controls. 

SecureCloud can dramatically reduce the time and effort required to collect 
and correlate compliance data across multiple cloud applications. SecureCloud 
also provides a record of policy violations: people accessing data they 
shouldn’t, sensitive files shared outside the enterprise, sensitive information 
uploaded to cloud services.

Threat Protection
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Preventing personal data from being accessed from vulnerable devices, 
networks or risky locations

Triggering multi-factor authentication upon detection of suspicious 
activities

When it comes to Privacy Impact Assessments, weak access control or 
authentication processes will be red flags for GDPR compliance officers. 
Proving, as well as controlling, who is accessing personal information, where 
they are accessing it, and for what purpose, will be critical. 

Organizations can limit this risk with SecureCloud that provides fine-grained 
access control to cloud services. Access is controlled based on a multitude 
of continuously monitored contextual parameters. The system assesses 
security postures of user, device, network and service and produces a unified 
security posture, used to make intelligent access decisions and take automatic 
governance actions based on organizational policies.

With SecureCloud you will be able to:

1. Manage, control and administer all of your users and their devices in 
one central place  

2. Allow and establish visibility of precisely who is accessing personal 
information, how and from where 

3. Build defense in-depth to ensure and prove your protection of personal 
information  

4. Protect privileged accounts from misuse and breach  

5. Offer a practical and cost-effective way to deliver Privacy by Design 
principles

Access Control
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SecureCloud 
and GDPR at 
a glance

The table below summarizes SecureCloud unique features and capabilities 
mapped to GDPR principles, in order to understand how SecureCloud solution 
could be used for managing GDPR compliance:

GDPR Privacy Regulatory 
Principles

How SecureCloud helps to be Compliant SecureCloud 
Protection Pillars

Controllers and processors 
know the location where 
personal data are stored or 
otherwise processed protection

• Use SecureCloud “Data Control” 
engines to assess where and what data 
is stored and/or processed for each 
processor (cloud service).

• Enforce sharing and collaboration 
policies

Data Control

Controllers take adequate 
security measures to protect 
personal data from loss, 
alteration, or unauthorized 
processing

• Discover and protect sensitive data at 
rest in a sanctioned processor (cloud 
app) with SecureCloud introspection.  
For example, find PII and quarantine it 

• Use SecureCloud DLP to identify 
personal data and apply policy such as 
block with support of identifiers, custom 
regular expressions, proximity analysis, 
fingerprinting, and exact match.

• Use SecureCloud “Threat Protection” 
engines for identification of users who 
have had credentials compromised 
in another breach, and correlation of 
activity within processors contracted 
by controller plus ability to initiate a 
workflow to reset credentials across 
cloud services

Data Control

Threat Prevention

Controllers prevent personal 
data from being leaked through 
compromised BYOD

• Block compromised devices from 
accessing cloud storage services to 
prevent sensitive data leakage

Access Control

Controllers prevent personal 
data from being leaked through 
risky BYOD

• Block devices with no Coronet 
lightweight agent running and unknown 
security posture from accessing 
organizational cloud services 

Access Control

Controllers prevent personal 
data from being leaked through 
insecure wireless networks

• Verify that critical services will be 
accessed through secured and 
approved networks

Data Control

Access Control
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GDPR Privacy Regulatory Principles How SecureCloud helps to be 
Compliant

SecureCloud 
Protection Pillars

Personal data are collected only as 
necessary to the purpose of use with 
limitations on processing of ‘special 
data’ and ‘sensitive data’

• Restrict upload of “sensitive 
data” per definition with Coronet 
SecureCloud DLP

Data Control

Controlling the flow of personal data • SecureCloud includes a wide 
range of data protection policies 
that allow you to do things like 
geo-fence personal information, 
control access from unmanaged/
unprotected devices, and control 
external sharing. All of these 
options can help mitigate the risk 
of non-compliance

Access Control

At any time, a data subject can 
request that an organization erase her 
or his information

• With API integration across major 
cloud apps, SecureCloud can 
manage and delete data at rest in 
cloud apps, making it inaccessible 
from endpoints

• Block, quarantine, or isolate data 
in real time to meet the right to 
restriction requirement

Threat Prevention

Data is subject to consent constraints 
—organizations can only use it for the 
purpose to which subjects originally 
consented

• SecureCloud activity logs provide 
visibility across all applications. 
Track and monitor file activity to 
ensure that data is being used 
solely by relevant parties for 
consented purposes

Data Control

Threat Prevention

Enterprises must build their technical 
and organizational processes in 
a way that protects data privacy 
under GDPR. Steps must be taken 
to inhibit data misuse, prevent 
unauthorized access by internal and 
external parties, keep records of 
data processing, and demonstrate 
proof of compliance. To meet these 
requirements organizations, need 
security capabilities that encompass 
cloud, endpoints, BYOD, and outside 
threats such as malware

• Through SSO authentication 
proxy, SecureCloud provides real-
time security that encompasses 
protection capabilities for both 
managed and unmanaged 
devices

Access Control
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GDPR Privacy Regulatory Principles How SecureCloud helps to be 
Compliant

SecureCloud 
Protection Pillars

Under GDPR, some data can only 
be stored or transferred where the 
state has jurisdiction or where an 
agreement is in place that protects 
that data—the residency requirement. 
Whether data is being stored in 
another country or merely transferred 
abroad temporarily, organizations 
must keep track of where data is 
stored, sent, and accessed. Even 
when contracts or binding corporate 
rules (BCRs) permit risky international 
data transfers, visibility and control 
over data are still necessary

• Through customizable granular 
access controls, organizations 
can limit and even block access 
for devices based on geographic 
location, risk, and other factors

Access Control

Organizations need solutions that 
proactively reduce the incidence of 
breaches and log activity involving 
corporate data

• SecureCloud breach discovery can 
quickly identify data exfiltration 
attempts from sanctioned 
cloud apps and take automatic 
remediation actions

• SecureCloud activity logs provide 
visibility across all applications. 
Track and monitor user’s activity 
to detect suspicious patterns and 
stop breaches

Threat Prevention


